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Abstract. With the recent standardisation of several post-quantum cryptographic
(PQC) algorithms, there is an increased focus within the hardware research community
to investigate efficient accelerator designs. However, it is difficult to determine whether
the reported results are directly comparable due to differences in hardware prototyping
platforms, integration contexts, and evaluation methodologies. This creates a gap
between reported performance claims and their interpretability across works.
In this paper, we survey the reported evaluation metrics across 50 PQC accelerators.
We identify a reporting asymmetry across the literature in the evaluations of cryp-
tographic hardware, limiting fair comparison and obscuring system-level trade-offs.
To resolve this, we design a homogeneous, FPGA-based benchmarking framework to
appropriately evaluate cryptographic hardware. We replicate five recent accelerators
as a case study in the same RISC-V system-on-chip environment to fairly compare
their design approaches and compromises.
Keywords: post-quantum cryptography · hardware acceleration · RISC-V

1 Introduction
As post-quantum cryptography (PQC) transitions from standardisation into widespread
deployment, implementers must make concrete engineering choices about which algorithms
and implementations to adopt, and on what platforms [JMM+22]. These new algorithms
defend against both classical and near-future quantum computer cryptanalysis [FRD+24].
The ongoing U.S. National Institute of Standards and Technology (NIST) PQC ef-
fort [Cen25, NIS25] and associated transition planning for industry adoption [MPR+24]
create an impetus for integration of new public-key schemes into existing, and future
protocols and products.

Implementation of PQC occurs in environments where constraints on latency, energy,
and silicon area are of higher concern than previously. Despite significant progress in
software-only implementations [KPR+24, SM16, KSSW22], leveraging processor features
such as vectorisation and specialised instructions, these new schemes generally impose
higher computational costs than classical public-key cryptography deployments [Atk21,
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PPPH24, LRJ24]. In response, the hardware community has proposed a growing body
of cryptographic accelerators aimed at improving the runtime and energy costs of PQC
operations, and reducing the system-level cost of quantum-secure key establishment and
authentication [SBNK19, DTH+23, IAP20b, Des25, NDR+19]. Such accelerators may be
exposed to software in several ways, for example as memory-mapped peripherals [DVMM24,
YMÖS21], as coprocessors [BUC19, XHY+20], or via dedicated instruction-set extensions
(ISEs) for the host processor [BNAMK21, LVC24].

Researchers compare accelerators to understand the state-of-the-art, identify design
trade-offs, and demonstrate which approaches are best suited for their integration goals.
To assist this, conferences and journals have introduced artefact evaluation into their
submission workflows, enhancing visibility and reproducibility in the research [fCM20,
Saa24]. In principle, such comparisons are driven by reported evaluation metrics such as
(but not limited to) latency (cycles or wall-clock time), hardware resource cost, achievable
frequency, energy consumption, and firmware/software footprints. Prototyping is commonly
carried out using two fundamentally different platforms, field-programmable gate arrays
(FPGAs) for their reconfigurability, and application-specific integrated circuits (ASICs)
for real-world performance behaviour. There is no single standard for implementation of
hardware logic, which is mapped to either platform with a synthesis tool of the designer’s
choice. Many are proprietary [Fah24].

Comparability across accelerators is not immediately possible across designs. It is
not straightforward to compare FPGAs and ASICs, which contain a mixture of hard-
ware building-block primitives that disproportionately affect their compared performance
ratios [KR07]. Furthermore, two reported numbers may not be directly comparable.
Works may target different hardware platforms or evaluate under different integration
contexts and place asymmetric measurement boundaries around what is timed and what
is counted. Moreover, authors write papers with varying goals, such that the evaluation of
an accelerator is naturally shaped by what the authors consider relevant to demonstrate
their contribution. These factors can make it difficult for a reader to determine when a
comparison is well-founded versus when it rests on unstated assumptions from reported
results alone.

To date, there is no shared, system-level methodology that defines measurement bound-
aries and metric definitions well enough to support consistent cross-work comparability.
A notable gap remains in the cryptographic hardware literature, where a consolidated
view of current evaluation practices is missing amongst diverse prototyping platforms,
toolchains, and integration contexts. Even where platforms are recommended (e.g. NIST’s
suggested embedded/prototyping targets [Apo19]), there is no corresponding consensus
on which metrics must be reported or how they should be measured. This leaves authors
to make ad hoc evaluation and reporting choices that can unintentionally hinder later
interpretation and cross-work comparison, forcing readers to infer comparability without a
common frame of reference. This motivates a structured study of evaluation practices in
PQC accelerator research. Hence, we pose the following questions:
RQ1. Which evaluation metrics do PQC accelerator publications report to support their
claims?
RQ2. What does this reporting imply for the extent to which works can be compared,
i.e. is there an evaluation reporting gap?
RQ3. Which metrics are most important to constitute a fair, apples-to-apples comparison
of cryptographic hardware?

1.1 Our Contribution
In this work, we systematise the diverse evaluation approaches adopted by authors for
assessing their post-quantum hardware designs. Following this, we demonstrate how to
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effectively conduct a comparability analysis across different accelerators using a targeted
benchmarking approach. For that, we provide several main contributions.

We first conduct a evaluation metrics survey as reported by 50 FPGA and ASIC PQC
accelerator works. The aim of our survey is to build a concrete inventory of how authors
evaluate accelerators, focussing on the metrics they report rather than attempting to
re-rank designs based on incompatible experimental setups. We then characterise the
common metrics to demonstrate superiority over state-of-the-art into four comparability
classes. Through this, we identify a systemic asymmetric reporting issue, an imbalance
in reported metrics across many works. We find the majority of works report cycle and
hardware resource metrics, meaning they can only compare as standalone hardware designs
that is not necessarily apples-to-apples. This creates the aforementioned asymmetry,
inherently limiting a fair evaluation and comparison of accelerators.

Second, we present a framework for benchmarking cryptographic accelerators, designed
to evaluate PQC hardware within a common RISC-V system-on-chip (SoC) environment.
This permits fairer comparisons between designs within the specific scope of our SoC’s
shared prototyping and execution context. Using this, we replicate five past works and
benchmark them for ML-KEM [oST24b] and SLH-DSA [oST24c], effectively analysing and
comparing their design trade-offs to demonstrate that closing the asymmetric reporting
gap is indeed possible. We discover implementation drawbacks and functional correctness
issues in the replicated works, highlighting the need for a homogeneous evaluation method
in the community. Importantly, we do not aim to mandate our framework, but rather use
it as an example of how fair evaluation can be performed.

Finally, our findings inform several key recommendations and guidelines for authors,
reviewers and publication committees to observe with the goal of maintaining the compara-
bility and reproducibility of future research. We propose a set of practical recommendations
aimed at improving the consistency, transparency, and comparability of reported results
through rigorous metric reporting, robust testing practices, and recommended open sourcing
of code artefacts.

We summarise our contributions as follows.
• We survey the evaluation metrics reported across 50 PQC accelerator publications,

highlighting where asymmetric reporting limits direct comparability between works.
(Section 3)

• We analyse the impact of these reporting gaps through our classification of four compa-
rability classes, discussing how this affects fair comparison across literature. (Section 4)

• We present our FPGA-based RISC-V benchmarking framework to enable reproducible
and fair analysis of accelerators within the scope of our chosen SoC. (Section 5)

• We provide practical recommendations for authors and reviewers to improve the consis-
tency, transparency, and comparability of accelerators. (Section 6)
Following the practices of open science, we make our source code and research arte-

facts publicly available at https://github.com/0xADE1A1DE/How-To-Benchmark-Post-
Quantum-Accelerators.

2 Background
We now introduce the relevant background on the standardisation and transition towards
PQC and its need for bespoke hardware acceleration.

2.1 Transition to Post-Quantum Cryptography
Post-quantum cryptography (PQC) refers to the set of public-key cryptographic algorithms
designed to resist cryptanalysis by quantum and classical computers. Legacy public-key
algorithms such as RSA [RSA78], and those in the elliptic curve family (e.g. ECDSA, ECDH)

https://github.com/0xADE1A1DE/How-To-Benchmark-Post-Quantum-Accelerators
https://github.com/0xADE1A1DE/How-To-Benchmark-Post-Quantum-Accelerators


4 How to Benchmark Post-Quantum Accelerators

are vulnerable to Shor’s algorithm [Sho94], requiring the development of alternatives. The
ongoing NIST PQC standardisation effort [Cen25] is underway, with its associated transition
process [MPR+24] expected to deprecate and disallow legacy algorithms by the mid-2030s.

To date, NIST has selected five post-quantum algorithms for standardisation. These
are ML-KEM [oST24b] and HQC [MAB+18] for key exchanges and ML-DSA [oST24a],
SLH-DSA [oST24c] and FN-DSA [FHK+18] for digital signatures.

2.2 PQC Implementation on Hardware
One important aspect governing the selection of these algorithms for standardisation is
their ease of implementation in embedded software [KPR+24, Atk21, PPPH24, LRJ24]
and hardware accelerator contexts [SBNK19, DTH+23, PPPH24]. Observed performance
decreases in terms of runtime and key size compared to legacy algorithms [OPowp19]
necessitate a critical endeavour for the hardware research community to develop efficient
software and hardware implementations for resource-constrained devices. Each of these
algorithms commonly relies on the SHA-3 [oST15] family of hash functions for hashing
and pseudorandom number generation, which takes up a considerable portion of their
overall execution time [JO24, FVS19]. This provides incentive to the research community
to accelerate SHA-3 and other inefficient subroutines with application-specific hardware.

Authors commonly utilise FPGAs, ASICs, or graphics cards to prototype post-quantum
accelerators [BSNK19, IAP20a, DTH+23]. Hardware logic is written in a hardware de-
scription language (HDL) of choice, commonly Verilog or VHDL, which can then be
synthesised into a gate-level netlist and subsequently implemented for the target platform.
FPGA-based prototyping allows for flexible, rapid implementation and testing of a given
design, albeit with limited run-time performance and a lower achievable clock frequency
than custom integrated circuits. In comparison, ASIC synthesis gives a more accurate
representation of the silicon performance in real-world contexts [KR07, AAE06], but re-
quires a lengthier and more costly design cycle due to circuit printing and fabrication
overhead. Graphics cards with their parallel architecture can accelerate certain algorithm
subroutines such as polynomial multiplication in lattice-based cryptography, and SHA-3
hashing [LRJ24, NHNN25].
Evaluation Methodologies. To preface our survey on post-quantum hardware designs,
it is important to define the common metrics authors use to characterise their work and
facilitate their comparisons to state-of-the-art. Performance metrics common across both
FPGA and ASIC designs include latency in cycles and/or time, and hardware resource
utilisation in terms of FPGA resources or integrated circuit die area [SBN+21]. For
FPGA-based designs, resources include lookup tables (LUTs), flip-flops (FFs), block RAM
(BRAM), and digital signal processing (DSP) slices, which a synthesis and implementation
tool maps to instantiate a given design. ASIC-based designs report area in terms of standard
cells, gate equivalents (GE) or square millimetres (mm2) for the target semiconductor
technology node. The maximum achievable clock frequency is also reported by the synthesis
tool alongside a worst negative slack (WNS) metric, with positive slack indicating successful
timing closure and negative slack as a timing violation. Power consumption metrics are
stated in terms of static (frequency independent), and dynamic (frequency dependent)
switching activity per operation of an algorithm [BKG22]. Energy usage is then derived
from power over execution time. These metrics for a design can be derived from either a
simulated power analysis report, or more accurately using power measurement equipment
connected directly to the hardware.

To permit fair benchmarking, NIST recommends the use of the ARM Cortex M4
microcontroller for embedded contexts, and the Xilinx Artix-7 FPGA for prototyping
hardware designs [Apo19], however they do not specify concrete evaluation metrics. They
do not recommend a specific technology node for ASIC designs.
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[EGHP09]

[GFS+12]

[PG13]

[PDG14]

[MBR15]

[KAMK16]

[WSN18]

[BUC19] [BSNK19] [KAK+19] [OG19] [SBNK19]

[AEL+20] [FSS20a] [FSS20b] [KRR+20] [SRB20] [XHY+20] [ZYC+20]

[AMD+21] [BNAMK21] [NDMZ+21] [RMJ+21] [TG21] [XL21] [YMÖS21] [ZZY+21] [BNG21] [FVBBR+21]

[CCD+22] [HBTX22] [LSG22] [NKOL22] [RBCGG22] [RBMG22]

[ABC+23] [DMG23]

[DVMM24] [GOW+24] [GLM24] [KA24] [KSFS24] [KRGF+24] [LQYW24] [LVC24] [THG24] [OZZ+24]

[AOHP+25] [DLK+25] [KAB+25]

Figure 1: Distribution of surveyed works presenting post-quantum hardware accelerators.

3 Asymmetric Reporting in PQC Accelerator Metrics
Works that propose new hardware implementations of cryptographic systems and claim
improvements over the state-of-the-art must validate those claims, typically through
experimental evaluation and comparison with prior work to demonstrate scientific merit
and rigour. Such evaluation facilitates acceptance and potential adoption of the proposed
technological improvements, as it concretely highlights the significance of the contribution
and enables readers to assess advancements in the field. This involves authors typically
evaluating their designs with a myriad of metrics to establish superiority over state-of-the-
art in a given domain. Due to recent post-quantum standardisation efforts by academia and
industry, both moving towards maturity and integration across a wider range of hardware
platforms, it is crucial that the community can fairly evaluate and compare works. Ideally,
this evaluation should occur in an equivalent manner to give a clear picture of trade-offs
between designs.

In this section, we survey the evaluation metrics in PQC accelerator papers. We
record and map the various metrics authors use to evaluate their designs and consequently
compare with prior accelerators. Overall, our mapping reveals a stark asymmetry in
evaluation methodologies, which greatly hinders fair comparison.
Survey Scope. Our survey focusses on 50 FPGA and ASIC PQC hardware implemen-
tations published since 2009, presented in Figure 1. Here, we classify observed metrics
as either present (●) or partially observed (❍). Our objective now is to create a factual
inventory of the metrics each paper reports, not to draw direct comparisons between
works, given we do not distinguish between FPGA and ASIC designs, nor the absolute
performance of each accelerator. We likewise recognise that some accelerators are designed
for deployment scenarios where only a limited number of metrics are relevant, resulting in
limited evaluation of the broader design trade-offs.

Given the abstract nature of describing hardware designs in academic works, we prefer
works with open-source code, permitting more granular analysis of their contributions.
The second preference is for publications in higher-tier venues to filter for more influential
works. The third preference is for recently published works to keep the survey relevant
with respect to current reporting methods.
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Table 1: Reported metrics and comparability class membership for post-quantum hardware
accelerators in our survey.
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[EGHP09] Classic McEliece ● ● ● ● ● ● ● ● ● ● ● ❍ ❍ ●

[GFS+12] LWE ● ❍ ● ● ● ❍ ❍ ●

[PG13] Ring-LWE ● ● ❍ ● ● ● ❍ ● ● ❍ ❍

[PDG14] BLISS ● ● ● ● ● ❍ ❍ ● ● ❍ ❍

[MBR15] Classic McEliece ● ● ● ● ● ● ● ● ● ❍ ❍

[KAMK16] SIDH ● ● ● ● ● ❍ ● ● ❍ ❍

[WSN18] Niederreiter ● ● ● ● ● ● ● ● ❍

[OG19] NewHope-Simple ● ● ● ● ● ● ● ● ● ❍ ❍ ❍

[SBNK19] qTESLA, ML-DSA ● ● ❍ ● ❍

[BSNK19] Multiple ● ❍ ❍ ● ❍ ❍ ❍ ● ❍ ❍

[BUC19] Multiple ● ● ❍ ❍ ● ● ● ❍ ● ● ❍ ● ●

[KAK+19] SIKE ● ● ● ● ● ● ● ● ● ● ❍ ❍

[FSS20b] LAC ● ● ● ● ❍ ❍

[AEL+20] ML-KEM, NewHope ● ● ● ● ● ❍ ● ● ● ● ❍ ●

[ZYC+20] NewHope-NIST ● ● ❍ ● ● ● ● ● ● ● ❍ ❍

[FSS20a] Multiple ● ● ● ● ● ● ● ● ● ● ● ❍ ❍

[XHY+20] Multiple ● ● ● ● ● ● ● ● ● ● ● ❍ ❍ ❍

[SRB20] Saber ● ● ● ● ● ● ● ● ● ❍ ❍

[KRR+20] Picnic, LowMC ● ● ● ● ● ● ● ● ● ❍ ❍

[ZZY+21] Saber ● ● ● ● ● ● ● ● ❍ ❍

[RMJ+21] ML-DSA ● ● ● ● ●

[BNAMK21] ML-KEM ● ● ● ● ● ● ● ● ● ❍ ❍

[TG21] XMSS ● ● ● ● ● ● ● ● ● ❍ ❍

[NDMZ+21] ML-KEM, ML-DSA ● ● ❍ ● ❍ ❍ ❍

[YMÖS21] ML-KEM ● ● ● ● ● ● ❍

[AMD+21] Saber ● ● ● ● ● ● ● ● ● ●

[XL21] ML-KEM ● ● ● ● ● ● ● ● ● ❍ ❍

[BNG21] ML-DSA, FN-DSA ● ● ● ● ● ● ● ● ❍

[LSG22] ML-DSA ● ● ● ● ● ● ● ● ❍

[HBTX22] Saber ● ● ● ● ● ● ❍ ● ❍ ● ● ❍ ❍

[CCD+22] Classic McEliece ● ● ● ● ● ● ● ● ● ● ● ❍ ❍ ❍

[DMG23] Multiple ● ● ● ● ● ❍ ● ● ● ❍ ❍

[FVBBR+21] ML-KEM, Saber ● ● ● ❍ ● ❍ ● ● ● ❍ ❍ ●

[RBMG22] BIKE ● ● ● ● ● ● ● ● ● ❍

[NKOL22] SIKE ● ● ● ● ● ● ● ● ● ● ❍ ❍

[RBCGG22] BIKE ● ● ● ● ● ❍ ● ● ● ● ● ❍ ●

[ABC+23] Saber ● ● ● ● ● ● ● ●

[DVMM24] ML-KEM ● ● ● ❍

[KSFS24] ML-DSA, FN-DSA ● ● ● ● ● ● ● ● ● ● ● ●

[GLM24] ML-KEM ● ● ● ● ❍ ● ● ● ● ● ● ❍ ● ❍

[KA24] FN-DSA ● ● ● ● ● ● ● ●

[LQYW24] ML-KEM ● ● ● ● ❍ ● ● ● ❍

[LVC24] SLH-DSA ● ● ❍ ● ●

[GOW+24] SLH-DSA ● ● ● ● ● ● ● ●

[KRGF+24] Classic McEliece ● ● ● ● ● ● ● ❍

[THG24] LMS, XMSS ● ❍ ● ● ● ● ● ❍ ❍ ●

[OZZ+24] FN-DSA ● ● ● ● ● ● ● ● ● ● ● ●

[KAB+25] CROSS ● ● ● ● ● ● ● ● ❍

[DLK+25] SLH-DSA ● ● ● ● ● ● ● ● ❍

[AOHP+25] ML-KEM, ML-DSA ● ● ● ● ● ● ● ● ● ● ● ❍ ● ●

Total Present ● 46 32 12 47 19 41 10 17 14 6 32 29 31 9 3 42 4 4 11
Partial ❍ 1 2 3 1 5 1 11 5 8 26 12 26

3.1 Methodology
We record the targeted PQC algorithms and provided evaluation metrics for each paper. For
currently standardised algorithms, we use their new names for consistency, e.g. ML-KEM
instead of CRYSTALS-Kyber. We group metrics by design performance, resource efficiency,
system reproducibility and security aspects. In the case of partial or ambiguously reported
metrics, we provide explanations below. Otherwise, we use a binary reported or not
reported state. We now define each group of metrics in turn.
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Design Performance. Running time is a fundamental metric for an accelerator as it
expresses the performance of the design, critical for choosing an appropriate deployment
scenario. This group includes direct latency measures such as cycles and time, alongside
throughput as a complementary performance measure. It also includes timing closure
metrics such as maximum frequency (Fmax) and critical path location in the design (Crit.
Path). We mark partial results for ambiguous discussion of the critical path without
explicitly stating its location, for example when described as being outside the accelerator.
For maximum frequency, we mark results as partial when only a fixed frequency was tested
rather than the highest achievable frequency. This is distinct from Fmax, obscuring peak
performance and therefore limiting comparison between accelerators.
Hardware Resource Efficiency. Resource efficiency is a critical aspect of hardware
design, as it influences the practical deployability and operational cost of cryptographic
solutions. For this group we track the reported design costs in terms of generic hardware
resource utilisation, e.g. LUT/FF/DSP/BRAM for FPGA, or cells/GE/mm2 for ASICs
(HW Res.) as well as area-time product efficiency (A×T ) and energy-related metrics. We
also record whether the authors consider the accelerator’s memory overhead from the
point-of-view of system integration into an SoC either in terms of memory consumption
or bus transfer limits (Mem O/H ). We additionally include code size, as this reflects the
implementation footprint on an embedded system. Partial results occur where hardware
resources are not fully reported, (i.e. missing DSP or BRAM metrics) or only presented
for submodules of the entire system.
System Reproducibility. Ensuring system reproducibility is paramount for validating
research findings and building trust in cryptographic implementations. We include the listed
specification version for the implemented algorithm(s) and whether the authors provide
their open-source codebase. Partial reporting occurs when an open-source repository link
is broken and unavailable on the Web Archive, or when the repository is incomplete, e.g.
missing HDL files. We also mark as partial when the specific algorithm version cannot be
determined due to ambiguous or conflicting references.
Security. Evaluation of cryptographic accelerators for their security and robustness
against attacks pertinent to the hardware level is important for establishing and maintaining
trust [HCS+21, GYCH18, Tea24]. We report whether authors discuss or evaluate their
work for constant-time behaviour, side-channel and fault-injection resilience. For these, we
record the presence or absence of any related discussion or experiments, hence the lack of
partial results in the table.

3.2 Prevalence of Reported Metrics
Table 1 presents the mapping of reported metrics for our surveyed papers. Figure 2a
visualises how frequently each individual metric is reported across the literature, and
Figure 2b shows the spread of reported metrics per paper, split by whether a paper has
any partially reported metrics. The majority of works include hardware resource usage
alongside metrics relating to the latency or performance of the implementation. Conversely,
we find that fault-injection, code-size, side-channel, and energy metrics are the least
reported, each appearing in only 3–11 of the surveyed papers. Discussion of the critical
path had the highest number of partial results (11) due to ambiguous descriptions in
qualitative terms rather than explicit detail. In terms of coverage, authors report 7.5 ± 1.9
of our 15 recorded metrics on average, inclusive of partial, and 7.0 ± 2.0 excluding partial
overall.
Discussion. Aside from reported metrics, we notice other circumstances that can obscure
superiority over state-of-the-art. For example, if we were to compare a design implemented
on a Xilinx Virtex-7 generation FPGA to one implemented on an Ultrascale+ generation,
this could distort the hardware utilisation metric. The latter has more advanced features
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Figure 2: Metric reporting across the 50 surveyed papers.

and increased resources available that can positively influence the synthesis tool’s ability to
optimise the design during placement and routing of the logic blocks [MR98]. Similarly for
ASICs, comparing designs fabricated (or simulated) using different technology nodes lacks
uniformity in terms of power, area, and performance characteristics. Comparing across
ASICs and FPGAs weakens the comparison further due to fundamental differences in their
implementation and performance characteristics [KR07]. This highlights the importance
of using a shared prototyping platform to compare hardware designs.

Even within a given implementation technology, fair comparisons become harder
when accelerators are evaluated across CPU-centric deployments. Differences in host
microarchitecture, cache hierarchy, and memory topology (e.g. interconnect and direct
memory access (DMA) capabilities) influence the observed performance benefits of an
accelerator. Furthermore, performance metrics are not always measured within the same
context. Some works report accelerator-internal cycles, whereas others may include cycles
measured by the host which would naturally include memory overhead and movement of
data that are entirely host-dependent. Without an explicit measurement boundary, results
can be misinterpreted.

Furthermore, we observe that security evaluations vary amongst works that discuss
these properties. Side-channel and fault-injection analyses occurred rarely, ostensibly due
to the need for advanced measurement equipment and the requisite expertise to evaluate
hardware robustness against attacks in these domains. However, works that specifically
target side-channel security, such as masked accelerator designs, typically include relevant
experimental results. Constant-time behaviour was more commonly discussed qualitatively.
We observed little widespread use of explicit formal verification [NOV+22, RBFSG22] or
experimental validation (e.g. ChipWhisperer [OC14]) frameworks.

4 Impact on Apples-to-Apples Comparisons
Our survey identifies that metrics usually associated with integration into a common
prototyping environment occur less often in the literature. We find many accelerators
evaluated in isolation rather than within a more specific deployment scenario such as
an embedded SoC or hardware root of trust. This means that even accelerators with
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similar performance and resource results may remain difficult to compare for deployment
scenarios. We also observe comparatively sparse security reporting, with side-channel and
fault-injection metrics appearing minimally in our survey. It can be hard to compare
works directly without introducing additional assumptions, which can lead to systemic
inconsistency in the literature and obscure the state-of-the-art boundary. These choices
may be reasonable on a per-case basis, as authors will prioritise the metrics most relevant
to their work. Extra integration or analysis effort may be forgone when not central to the
paper, but the resulting omissions still limit later comparisons.

We now discuss how the absence of certain groupings of metrics limits the extent to
which papers in our survey can reasonably be compared. We define four groupings of
metrics for accelerators that we refer to as comparability classes, and discuss the resulting
impact of their asymmetric occurrence in the survey. This informs the approach of our
benchmarking framework in Section 5 to increase comparability between works.

4.1 Accelerator Comparability Classes
We group the reported metrics identified in Section 3 into four separate comparability
classes relating to the performance, functionality and security of the hardware. Each
may exhibit multiple, or none of these classes, depending on what the authors decide to
include in their evaluation. Naturally, each paper has its own intent as determined by
the authors. Where the evaluation of an accelerator shares one or more of these classes,
some comparisons can be made within the scope defined by the shared class. However, the
strongest analyses become possible when an accelerator is evaluated using all four.
Class A: Hardware Implementation. The hardware implementation class pairs
hardware resource utilisation with a primary performance metric to characterise intrinsic
accelerator capability. Specifically, comparisons between hardware designs are nominally
possible with one or more of cycles, wall-clock time, or throughput alongside a hardware
cost-related metric specific to the prototyping platform (FPGA or ASIC). If only reporting
cycles, the maximum frequency of the design must be present to normalise the performance.
Class B: System Integration. The system integration class captures hardware-level
integration constraints posed by power and timing-closure considerations. This relates
to the reporting of energy consumption and critical-path information. The critical path
location can assist in determining whether an accelerator can feasibly be integrated within
the designated target system. It indicates whether the accelerator can function at higher
system clock frequencies without limiting overall system timing, or whether it would
require crossing clock domains and its associated synchronisation mechanisms. Static and
dynamic energy use must be likewise evaluated against the deployment’s power budget.
Class C: Software Footprint. The software footprint class reflects the integration
considerations at the software-level boundary through evaluation of code size and memory
overhead metrics. This determines its practicality and benefit for certain scenarios with
limited resources. Code size reflects the expected reduction in firmware footprint when
functionality is offloaded from software into the accelerator. Memory overhead captures
the additional buffering and data-movement (and associated RAM/ROM usage) cost for
the target deployment. These metrics determine whether an accelerator can be practically
supported by the software stack in resource-constrained environments.
Class D: Security Considerations. The security considerations class captures whether
authors evaluate their implementation for robustness against attacks targeting crypto-
graphic hardware. This includes discussion and evaluation of constant-time behaviour,
together with side-channel analysis, fault-injection analysis, or both. Such metrics indicate
whether an accelerator is compatible with deployment scenarios facing physical or local
adversaries, as is common at the hardware level [HCS+21, GYCH18, Tea24].
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Figure 3: UpSet plot of comparability class coverage across the survey.

4.2 Implications for Comparability Studies
In Figure 3 we present an UpSet plot for the distribution of the comparability classes
held by each paper in the survey, based on the counts in Table 1. The bars report the
number of papers in each comparability-class combination. The filled dots in the matrix
indicate which comparability classes are present in each combination, with connecting lines
grouping classes which both occur in the same papers. Each class is defined independently
by requiring fully reported metrics, and excludes partial reporting. The objective here is
to evaluate how works could reasonably compare to each other.

No surveyed paper reports all four classes fully. The highest coverage is three classes,
achieved by [KSFS24] (A, B, C) and [AOHP+25] (A, C, D). Otherwise, the majority (58%)
only report hardware implementation statistics. Papers with two comparability classes
made up 24% of the total, with 10% belonging to none. Even if all surveyed accelerators
were evaluated on the same deployment platform, the absence of metrics in Classes B, C,
and D would still prevent full comparison for 34 works.

Our classification highlights that the surveyed publications skew towards isolated
hardware-centric evaluation, with comparatively little emphasis on system, software, or
security-oriented metrics. Not every paper has the intent of integration within a larger
system, however this nevertheless limits fair comparisons to a small subset of works. It is
difficult to draw conclusions about relative accelerator quality without a common, realistic
deployment scenario. This further motivates our need for a benchmarking framework that
enforces more comprehensive and symmetric reporting of evaluation metrics.

5 PQC Accelerator Benchmarking Framework
Our findings in Section 3 show reporting of evaluation metrics to be asymmetric between
works, making later comparisons between accelerators difficult. System-level integrations
enable fairer apples-to-apples comparisons than single-number reporting of cycles, time,
or derived metrics such as area–time product. When evaluated within the same system,
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Figure 4: Structure of our RISC-V-based LiteX SoC with attached accelerators.

accelerators share an execution context, made up of the software stack, memory hierarchy,
interconnect and clocking constraints, constraining the usual reported metrics.

In this section, we present our unified, FPGA-based benchmarking framework for PQC
accelerators to enable such a shared execution context. We design our framework to
allow testing of different accelerator types within the specific scope of a shared RISC-V-
based benchmarking platform. This permits meaningful comparisons between these works
to identify performance characteristics and trade-offs through explicit analysis of the
comparability classes we introduced previously in Section 4.

In Section 5.2 we reimplement five recent (2024–2025), open-source hardware accel-
erators [LVC24, DVMM24, low24, Tea25b, Tea25a]. To demonstrate the utility of our
approach, we target acceleration of the PQClean [KSSW22] ML-KEM and SLH-DSA
reference implementations1 as a case study for these works in Section 5.3. We focus on
ML-KEM due to its prominence in the literature and standardisation as the primary
key exchange algorithm by NIST. We additionally include SLH-DSA due to its NIST
standardisation as a non-lattice-based digital signature scheme whose performance and
memory demands can be challenging for embedded deployments.

We present a comparison of each accelerator’s performance, hardware resource and
power consumption relative to a baseline RISC-V software implementation. We find that
all accelerators improve the performance of their compatible algorithms, with only the NTT
and SHA-3 accelerators falling behind the ML-KEM optimisation curve of performance and
resource consumption. Finally, we contribute several guidelines for authors and reviewers
based on our findings in the survey and replication of accelerators to inform future work.

5.1 Scope and Design
To support our case study, the benchmarking process utilises an FPGA-based soft-core
RISC-V SoC as our target platform due to its reconfigurability. We instantiate a stripped-
down SoC using LiteX [KBLB20] on the Digilent Nexys Video Arty A7 FPGA board2 for
synthesis and implementation, the same FPGA die recommended by NIST [Apo19]. LiteX
is a Python-based SoC framework built on top of the Migen HDL [Bou17], allowing for
parameterised SoCs managed through the Python environment. It includes 29 RISC-V,
ARM and OpenRISC cores plus individual configurations, with the ability to hot-swap

1At commit: https://github.com/PQClean/PQClean/tree/2cc64716044832eea747234ddbffc06746ab
815d/

2https://digilent.com/shop/nexys-video-amd-artix-7-fpga-trainer-board-for-multimedia-a
pplications/

https://github.com/PQClean/PQClean/tree/2cc64716044832eea747234ddbffc06746ab815d/
https://github.com/PQClean/PQClean/tree/2cc64716044832eea747234ddbffc06746ab815d/
https://digilent.com/shop/nexys-video-amd-artix-7-fpga-trainer-board-for-multimedia-applications/
https://digilent.com/shop/nexys-video-amd-artix-7-fpga-trainer-board-for-multimedia-applications/
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between them using CPU to memory bus converters. LiteX supports both Wishbone
and AXI-Lite memory buses, with accelerators integrated as MMIO peripherals. Figure 4
shows the architecture of our SoC, consisting of a user-specified RISC-V core, Wishbone
memory bus, FPGA-based SRAM, UART/Ethernet interfaces for communication with the
host PC, and room for add-on accelerators.

We use Vivado 2024.2 for synthesis of the FPGA designs, and Verilator 5.042 for
cycle-accurate simulation. Our benchmarking system executes code at the bare-metal
level, letting us directly interact with accelerators while avoiding OS-related noise in our
measurements. LiteX uses PicoLibC3 for C standard library access. With this setup, we
can programmatically initialise SoCs with not only various accelerator peripherals but also
different RISC-V cores, allowing for a wide range of testing scenarios. The host controls
programming of the FPGA, as well as transfer of the benchmark program to execute on
the instantiated SoC. The framework also supports generic targets to allow testing on
various microcontrollers and x86-based machines.

For testing PQC algorithms, we tightly integrate the PQClean library into the compila-
tion step to support benchmarking its reference C implementations. It also supports generic
binary execution targets. Use of PQClean is not a strict requirement to initiate a test. To
focus on measuring the performance of the cryptographic algorithms themselves, we do
not include a true random number generator in our SoC. Instead, we generate random
inputs for each benchmark using the /dev/urandom interface on the host, injecting this
into the source code prior to compilation. We also support input of NIST known-answer
test vectors (KATs) for functional correctness validation which bypasses the random input
generation when selected.

The framework also supports simulation-based power measurement using Verilator to
generate waveform traces, output in the switching activity interchange format (SAIF). We
use this to estimate power consumption with the Xilinx power estimator tool4 for different
accelerators without requiring a complex physical measurement setup. The processor
controls a control-status register (CSR) to start and stop the SAIF tracing around specific
code regions, allowing for fine-grained power measurements.

The benchmarking system is available at: https://github.com/0xADE1A1DE/How-To-
Benchmark-Post-Quantum-Accelerators.

5.1.1 Benchmarking Workflow

Our benchmarking system works in a three-step process to execute a test, as described
in Figure 5. First, the user configures the SoC in terms of selected processor, integrated
accelerators and size of the on-chip SRAM. Then they select the target to execute the
binary on, either an FPGA device or simulation using Verilator.

With these configurations, the system compiles a benchmark program with a selected
number of iterations, and patches the PQClean library to utilise the chosen accelerator
instead of the reference C code. It then flashes the FPGA bitstream over JTAG to ensure
a clean environment and starts a TFTP server for the LiteX BIOS to download the binary
for immediate execution. Finally, the system deploys the binary to the target device via
TFTP and initiates execution. The instantiated SoC then sends performance metrics back
to the host PC via the Ethernet interface for reporting of test results.

In our case study for ML-KEM and SLH-DSA, we trace the individual timeframes for
key generation, encapsulation, and decapsulation to get total power consumption over
the full cryptographic scheme and compare this to a software-only baseline. This method
does have drawbacks due to inherent limitations of simulation-based power estimation
resulting in differences from the true observed power consumption [BKG22]. As we use the

3https://github.com/picolibc/picolibc
4https://www.amd.com/en/products/adaptive-socs-and-fpgas/technologies/power-efficiency/

power-estimator.html

https://github.com/0xADE1A1DE/How-To-Benchmark-Post-Quantum-Accelerators
https://github.com/0xADE1A1DE/How-To-Benchmark-Post-Quantum-Accelerators
https://github.com/picolibc/picolibc
https://www.amd.com/en/products/adaptive-socs-and-fpgas/technologies/power-efficiency/power-estimator.html
https://www.amd.com/en/products/adaptive-socs-and-fpgas/technologies/power-efficiency/power-estimator.html
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Figure 5: End-to-end flow of the benchmarking process.

same method across all tested accelerators, our aim is to only make relative comparisons
between them.

5.2 Replication of Accelerators
We now detail the work required to replicate each chosen accelerator into our SoC for our
comparability analysis. We select the works described in Table 2 to suit different accelerator
contexts, ISE or memory-mapped. These accelerators are relevant to ML-KEM and, where
applicable, SLH-DSA, either by implementing the complete scheme or by accelerating
key primitives. For ML-KEM, this includes primitives such as the number-theoretic
transform (NTT) [AB74], while hash-oriented accelerators targeting the Keccak-f1600
permutation [BDPVA13] or SHA-3 hash family [oST15] are relevant to the hash-based
primitives of ML-KEM and SLH-DSA.

For each, we adapt the published source code to interface with the Wishbone Bus
of our LiteX SoC, adding glue logic to handle data transfers and control signals, and
repurpose available C driver code to work with our setup. We also add an internal cycle
counter within the glue logic to measure the exact number of cycles taken by just the
accelerator, allowing us to isolate its performance from memory bus overhead. We simplify
the interface for each accelerator to use sets of control or data registers in the glue logic,
interacting with these via pointers to memory addresses. During periods of accelerator
operation, the processor busy-waits for completion.

Lopez-Valdivieso and Cumplido [LVC24] present a tightly coupled ISE for the in-
order 32-bit RISC-V RVX CPU.5 They implement a single round of the Keccak-f1600
permutation as a hardware instruction to accelerate SLH-DSA. Executing this instruction
24 times executes the full permutation. We update their implementation to the latest RVX
version 3.1, with the unmodified CPU as the basis of our SoC. We modify the instruction
decoder to include the new instruction opcode, and connect the existing Keccak-f1600
module to the current version’s instruction pipeline as in the original work.

Dolmeta et al. [DVMM24] propose an NTT accelerator specific to ML-KEM, inte-
grating this with the X-HEEP RISC-V core with its customisable hardware extension
interface [SMPQ+23], hence its moderate coupling. Two internal parameters required

5https://github.com/rafaelcalcada/rvx

https://github.com/rafaelcalcada/rvx
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tweaking to increase the time spent doing NTT and inverse NTT (INTT) by ten and
eighteen cycles respectively to output the correct results as the original published test cases.
The glue logic for this interface includes two separate finite state machines for inbound and
outbound data between the Wishbone Bus and accelerator, which themselves handle control
and status signals for the NTT operation during state transitions. For straightforward
compatibility with the original design’s use of X-HEEP’s extension interface (which uses
DMA), our glue logic instantiates an intermediate buffer to hold the polynomial data for
the processor to read from.

LowRISC [low24] provide an exemplar Keccak-f1600 permutation module for the
OpenTitan project, which we adapt as a loosely coupled accelerator for comparison to Lopez-
Valdivieso and Cumplido [LVC24]. Our glue logic hosts the full 1600-bit Keccak-f1600
internal state for access by the Wishbone Bus, directly plumbed into the module, as well as
enable and status registers to control and monitor the operation. This includes an internal
round counter loop to indicate to the module which round of the permutation to execute
in sequence while the CPU busy waits for completion.

Camacho-Ruiz et al. [Tea25b] implement a SHA-3 hash family accelerator as part of
their post-quantum secure element (SE) for the QUBIP Project [CRNTMRB25]. They
also contribute an accelerator for the full ML-KEM system [Tea25a]. Although the SE
is designed to use either AXI-Lite or I2C protocols, the internal acceleration modules of
interest use a custom register-based control and data interface that we adapt for our SoC
instead. The glue logic for both accelerators uses direct plumbing to connect the Wishbone
Bus reads and writes to the accelerators’ register interfaces for controlling their respective
operations.

Table 2: Chosen accelerators for replication with their original implementation scope.
Work Function Coupling Scope Note

[LVC24] Keccak-f1600 ISE Primitive Single round
[DVMM24] NTT/INTT DMA Primitive ML-KEM only
[low24] Keccak-f1600 Memory-mapped Primitive All 24 rounds
[Tea25b] SHA-3 Memory-mapped Primitive Entire hash family
[Tea25a] ML-KEM Memory-mapped Full System ML-KEM only

5.3 Accelerator Benchmarking
To accurately evaluate and compare each of the accelerators integrated into our SoC,
we first establish a reference software-only baseline for ML-KEM and SLH-DSA. From
there, we benchmark each accelerated implementation with the same process to permit
meaningful comparisons.
SoC Configuration. We use the unmodified version of the RVX CPU for the reference
and memory-mapped accelerator benchmarks, given our interest in benchmarking an ISE
for the same processor [LVC24]. We configure the SoC with 48 KB of ROM for BIOS
storage and 256 KB of SRAM for benchmark program space. To determine Fmax, we
synthesise the design three times at a given frequency in Vivado to determine if we achieve
a stable SoC implementation. If this fails, we decrement the target frequency to the nearest
lower frequency supported by LiteX’s SoC clock manager until we find a configuration
that meets timing and successfully runs our benchmarks. We use default synthesis and
implementation settings in Vivado for all designs to ensure consistency.
Methodology. For each of the reference and accelerated implementations, we follow
the same benchmarking procedure to ensure consistency as discussed in Figure 5. We
compile and execute a running time benchmark with the FPGA implementation for each
algorithm’s security levels, measuring the cycle count for each cryptographic operation
with a ten-iteration warm-up phase. The benchmark runs 1,000 measured iterations with
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the random seed generated on the host, reporting whether the shared secret outputs
match, or signature verification succeeds. Then, we run the benchmark with SAIF tracing
enabled on the simulated design for power estimation of each operation. To determine
an accurate increase or decrease in code size for the PQClean implementation, we use
GCC flags -ffunction-sections and -fdata-sections to allow the linker to remove
unused functions and data. We additionally functionally verify each FPGA implementation
against the latest version of the NIST cryptographic validation test system6 for ML-KEM
to determine correctness. PQClean does not currently implement a FIPS 205 compliant
version of SLH-DSA.

Table 3: FPGA implementation results for replicated ML-KEM and SLH-DSA accelerators
on the Digilent Nexys Video.

Freq. FPGA Resource

Work Function SoC Coupling (MHz) LUT FF BRAM DSP

Ref. – – 48.85
2 959 2 655 88 0

0 0 0 0
0 0 0 0

6 875 3 689 88 0
0 0 0 0[LVC24]1 Keccak-f1600 ISE 48.85

3 916 1 034 0 0

[DVMM24] NTT Memory-mapped 36.92
5 219 7 747 91 10
1 565 4 363 0 0

695 729 3 10

6 724 4 438 88 0
1 594 1 783 0 0[low24] Keccak-f1600 Memory-mapped 48.85
2 171 0 0 0

[Tea25b] SHA-3 Memory-mapped 48.85
8 113 6 170 88 0

202 255 0 0
4 952 3 260 0 0

13 435 7 689 124 15
293 243 0 0[Tea25a] ML-KEM Memory-mapped 44.94

10 183 4 791 36 15
1 ISE resources included in the total SoC resources.
Resource row triplets report total SoC, glue logic, and accelerator resources, respectively.

5.4 Comparability Analysis
Facilitating comparability in Class A (Hardware Implementation), Table 3 presents the
FPGA implementation results of the replicated accelerators in our framework. Listed
beneath each SoC’s FPGA resource consumption is the additional overhead introduced
by the glue logic and accelerator where applicable. [Tea25a] uses the most resources due
to its highly targeted approach towards ML-KEM, implementing the entire algorithm in
hardware. The [DVMM24] and [low24] designs require increased logic in comparison to
the others to handle the entire NTT and Keccak intermediate state respectively. This
could be replaced with a streaming interface at the cost of increased cycle duration.

Table 4 details each accelerator’s correctness, performance, and patched code size to
execute ML-KEM and SLH-DSA. All accelerators improve the execution time of both
ML-KEM, and where relevant, SLH-DSA, at the cost of significantly more FPGA resources.
Figure 6a shows a comparison of the performance in seconds against combined LUT and
FF utilisation for each accelerator across the three ML-KEM security levels with pareto
fronts. Each presents a different trade-off between performance and resource utilisation,

6https://github.com/usnistgov/ACVP-Server v1.1.0.41

https://github.com/usnistgov/ACVP-Server
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however [DVMM24] and [Tea25b] (SHA-3) fall short of the ML-KEM front consistently
across all security levels. The full-system accelerator [Tea25a] achieves a 97% reduction in
running time across all security levels, scaled by frequency. In contrast, [DVMM24] shows
a scaled running time approximately ranging from a 1% increase to a 19% reduction across
ML-KEM primitives and security levels due to its lower operating frequency. We note that
the original accelerator employs DMA, whereas our integration does not. This could be
handled using multiple clocks, however this would result in further integration costs in
terms of complexity and resource overhead.

We observe a similar hierarchy of results to ML-KEM with [LVC24], [low24] and
[Tea25b] accelerators for SLH-DSA. Here, we see in Figure 6b that [LVC24] sits at the
forefront of A×T performance due to its tightly coupled design for optimising Keccak. It
achieves a 89% reduction in running time across all security levels at the same frequency
as the reference SoC. [Tea25b] is the slowest, yet still achieves on average 81% reduction
in running time, albeit with a higher resource cost due to implementing the SHA-3 family.

Table 4: Performance and code size results for the replicated ML-KEM and SLH-DSA
accelerators. Each row triplet corresponds to increasing algorithm security levels.

ML-KEM-512/768/1024 SLH-DSA-SHAKE-128f/192f/256f

Work KeyGen Encap Decap Code KeyGen Sign Verify Code

Ref.
5 867 ±21 8 032 ±24 9 932 ±26 80.84 482 962 ±1 11 308 921 ±0 669 305 ±15 483 110.73
9 673 ±32 12 902 ±32 15 456 ±36 80.31 708 132 ±1 18 327 966 ±0 980 636 ±15 390 147.49

14 973 ±39 19 063 ±41 22 287 ±45 82.02 1 875 264 ±1 37 752 374 ±0 999 624 ±16 642 176.84

3 289 ±14 5 548 ±16 7 447 ±21 73.50 51 028 ±19 1 202 214 ±0 68 812 ±1 824 103.02
5 566 ±19 8 698 ±21 11 252 ±26 72.98 77 041 ±1 2 025 216 ±0 105 207 ±1 652 140.26[LVC24]1
8 379 ±22 12 373 ±24 15 597 ±29 74.70 211 530 ±1 4 339 000 ±0 111 071 ±1 950 169.61

[DVMM24]
4 066 ±19 5 470 ±19 6 091 ±20 83.27 – – – –
7 008 ±28 9 356 ±27 10 267 ±28 84.35 – – – –

11 421 ±38 14 524 ±38 15 743 ±39 87.64 – – – –

3 315 ±14 5 578 ±16 7 477 ±20 73.98 55 518 ±1 1 306 341 ±0 75 290 ±1 717 103.47
5 608 ±18 8 747 ±20 11 300 ±25 73.23 83 812 ±1 2 199 344 ±0 114 155 ±1 711 140.15[low24]
8 443 ±22 12 451 ±23 15 675 ±28 75.09 228 920 ±1 4 687 992 ±0 120 308 ±2 072 169.37

[Tea25b]
4 521 ±23 6 792 ±24 9 223 ±27 82.50 87 681 ±1 2 043 601 ±0 123 322 ±2 800 111.37
8 273 ±34 11 418 ±34 14 771 ±37 81.73 132 680 ±1 3 403 937 ±0 186 030 ±2 916 148.09

13 132 ±43 17 141 ±44 21 432 ±46 83.45 361 647 ±1 7 223 904 ±0 194 856 ±3 393 177.62

232 ±0 203 ±0∗ 247 ±0∗ 60.03 – – – –
309 ±0 282 ±0∗ 359 ±0∗ 60.09 – – – –[Tea25a]
404 ±0 378 ±0∗ 489 ±0∗ 60.11 – – – –

Operation timings are kilocycles ± σ, n = 1000. Code is reported in KB.
1 ∗ marks NIST ACVP non-compliance for the cryptographic operation.

5.4.1 Critical Path Analysis

Table 5 forms part of our Class B (System Integration) analysis, highlighting the difference
between system-level and accelerator timing slack and critical path behaviour across the
replicated works. In several cases, the integrated critical path is dominated by generic
CPU logic despite the presence of one of the accelerators. This masks the true timing
characteristics of the accelerator itself, visible only when we constrain Vivado’s timing
analysis to the accelerator hierarchy. Accelerator bottlenecks may not limit system
frequency in our instance, but they do still have a limit that may apply in other scenarios.

Rather than comparing (Fmax), dependent on a specific Vivado implementation run,
we compare the target frequency specified during LiteX SoC generation. The NTT design
has the lowest of all tested accelerators at 36.92 MHz, with the butterfly unit being the
critical path of the design, handling modular arithmetic on the polynomial coefficients.
This constitutes a 24.4% reduction in frequency compared to the reference of 48.85 MHz.

The full-system ML-KEM accelerator [Tea25a] has the second lowest frequency at
44.94 MHz, an 8% reduction from the reference, with the critical path being within its
Keccak module. Given the rest of the designs do not influence the critical path of the
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Figure 6: A×T Pareto fronts across each compared SoC. Ref.=◦, [LVC24]=▲,
[DVMM24]=⋆, [low24]=■, [Tea25b]=⊗, [Tea25a]=♦.

RVX, multi-domain clocking could be used to further increase overall performance at the
cost of glue logic complexity.

Table 5: Critical path information for each accelerator integration.
Work Integrated Crit. Path WNS (ns) Accel. Crit. Path WNS (ns)

[LVC24] RVX Load/Store Logic 0.11 Memory 0.30
[DVMM24] NTT Butterfly Module 0.44 NTT Butterfly Module 0.44
[low24] RVX Load/Store Logic 0.78 Keccak Module 18.19
[Tea25b] RVX ALU Data Path 0.52 Keccak Submodule 4.37
[Tea25a] Keccak Submodule 0.18 Keccak Submodule 0.18

5.4.2 Power and Energy Consumption

Furthering our Class B analysis, we report the energy and power consumption in terms of
static and dynamic switching activity [BKG22]. Each SoC has very similar static power
use, as shown in Table 6. The slight increase observed in [Tea25a] is attributed clock gating
of enabled BRAMs [Sub17]. Dynamic power varies across the SoCs more substantially,
with the full-system ML-KEM accelerator [Tea25a] contributing a greater proportion of
dynamic power with its larger FPGA area in comparison to the others. Despite this, we
find the energy expended per key exchange significantly lower than the other accelerators
due to its heavily reduced execution time.

SLH-DSA consumes significantly more energy across the SoCs than ML-KEM due
to its expected longer runtime, despite the use of the algorithm’s fast parameter set.
This demonstrates the comparative benefits of optimising the internal SHAKE hashing
operations, with the accelerators reducing energy consumption up to 9× compared to
reference.

5.4.3 Code Size

Our initial Class C (Software Footprint) analysis involves determining any code size
reduction benefits of each accelerator. Given the smaller size of the driver code in
comparison to the PQClean library, [Tea25a] achieves a 26% reduction on average for each
ML-KEM security level compared to the reference software implementation. [DVMM24]
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Table 6: Per-SoC power and energy estimation for ML-KEM and SLH-DSA.
ML-KEM-512 SLH-DSA-SHAKE-128f

Work Static Dynamic (mW) Energy Dynamic (mW) Energy

(mW) SoC1 RVX Acc. (J) SoC1 RVX Acc. (J)

Ref. 141 367 13 – 0.25 368 12 – 129.98
[LVC24] 141 376 21 1 0.17 375 20 1 13.98
[DVMM24] 141 385 9 3 0.22 – – – –
[low24] 141 369 12 0 0.17 369 12 0 15.02
[Tea25b] 141 352 2 4 0.21 371 12 5 23.66
[Tea25a] 143 410 8 39 0.01 – – – –

1 Inclusive of CPU and accelerator dynamic power consumption.

reports an increase due to overwriting the NTT and INTT source functions. The additional
source code introduced by the accelerator driver code offsets larger gains.

Replacing the Keccak-f1600 software function, the [LVC24] and [low24] accelerators
shrink the firmware by approximately 9% and 5% for ML-KEM and SHAKE-based
SLH-DSA respectively. In contrast, for the SHA-3 hash module [Tea25b], the driver code
increases the overall code size for both algorithms, as they rely on specific functions from
PQClean’s FIPS 202 [oST15] implementation that remain implemented in software.

5.4.4 Memory Bus Overhead

For Class C, we present the memory buffering and data-movement costs for deployment
in Table 7. We report overhead as the proportion of total execution time that is spent
by the RVX transferring data. We find that the memory-mapped accelerators suffer
from significant communication overhead. This highlights the performance benefits of
tight coupling and suggests that future optimisation should target general memory-access
patterns rather than cryptography-specific improvements. The least affected design
is [Tea25a], which only has to transfer keys and shared secret to and from the accelerator,
instead of repeatedly transferring data for each primitive operation.

Table 7: Memory bus overheads for each accelerator function in cycles.
Work Function RVX Accelerator Overhead (%)

[LVC24] Keccak-f1600 828 24 97.18

[DVMM24] NTT 6 642 923 87.80
INTT 8 110 931 89.70

[low24] Keccak-f1600 1 857 24 98.72

[Tea25b]

SHA3-256 21 210 25 99.88
SHA3-512 17 910 25 99.86
SHAKE128 23 803 25 99.90
SHAKE256 21 635 25 99.88

[Tea25a]
KeyGen (512) 134 868 98 169 57.87
Encap (512) 77 966 126 127 38.20
Decap (512) 51 113 196 237 20.66

5.4.5 Functional Correctness

We test each implementation with the NIST KAT system [NIS24] for ML-KEM, and against
randomly generated seed inputs on the FPGA target to see if any operations fail for both
algorithms. The tested SLH-DSA accelerators pass the randomly generated tests at all
security levels, confirmed with successful signature verification. All ML-KEM accelerators
except [Tea25a] pass the KATs at all security levels. Specifically, their computed ciphertext
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during encapsulation differs by 1–3 bytes on some of the tests, however the shared secret
is correct. For decapsulation, there is no implicit rejection for an invalid ciphertext, which
does not seem to propagate to the success or fail signal, but does include an internal
check for this in the hardware design. Therefore, it passes decapsulation tests with a valid
ciphertext, but not with an invalid ciphertext.

5.5 Future Improvements
There is room for expansion in the evaluation methodology, particularly in extending
comparisons across additional platforms and security properties. Comparing designs across
other CPUs for non-ISE accelerators could provide further insights into the trade-offs of
different coupling levels between the accelerator and the processor.

Beyond performance, future work should assess the security properties of PQC acceler-
ators in greater depth as part of Class D (Security Considerations). One direction is the
analysis of constant-time behaviour at the hardware level [vGKSJ19, vGKSJ21], such that
operations on secret data are independent of execution latency to prevent timing attacks.
Evaluating works for more focussed side-channel security, such as employing a physical fault-
injection setup [DO22, OC14], to verification of the provided HDL [FRBSG22, NOV+22],
would further improve the trustworthiness of published hardware.

Finally, future work could incorporate physical FPGA power and energy measurements
to complement on-chip estimations made by synthesis tools, making Class B (System
Integration) analyses more realistic. Using a physical measurement setup, such as current
shunt resistors or dedicated side-channel analysis platforms [OC14] which permit power
analysis would allow direct observation of instantaneous power consumption during cryp-
tographic operations. This would enable validation of reported energy figures and support
more detailed side-channel evaluations, such as capture and analysis of power variations
for secret data-dependent behaviour.

6 Recommendations
Stricter practices by authors and reviewers can reduce the discussed asymmetric reporting
issue in Section 3 with some extra effort. We understand that some reporting limitations
(e.g. platform heterogeneity) are more difficult to fix than others, yet some are quite simple.
Our suggestions begin with straightforward solutions, followed by those that are more
challenging for both parties.

6.1 For Authors

Thorough Metric Reporting. Performance metric reporting should be thorough
and non-conflicting, with all hardware resources stated clearly and separately from any
meta-analyses. Cycle or time metrics should be averaged with statistical significance of
results stated. This increases the accuracy of future comparisons between works.
Open-source Artefacts. We recommend that authors should open source all design
code where possible, inclusive of HDL testbenches, helper scripts, working bitstreams
and driver code as appropriate. This supports its reproducibility in the future. Any
provided documentation should clearly state the hardware design’s ‘top’ file, how to use the
repository’s information and also the versions of associated software to remove barriers for
replication. In the case that this is not possible due to intellectual property restrictions, as
common with certain privately funded projects, authors could provide only the bitstream
instead.
Rigorous Testing. Hardware designs require both KATs (where available) and random
inputs to increase trust in their correctness. This should be run on the hardware platform
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(e.g. on an FPGA), not in simulation, and cross-checked with a reference software version’s
outputs.
Relative Testing. Where appropriate, the design should be tested on a readily available
prototyping platform to permit straightforward comparisons between works. Additionally,
the authors should evaluate in a context suitable to their research goals e.g. a RISC-V SoC
if aiming for acceleration in an embedded scenario. This provides better grounding for the
paper’s contributions and brings superiority claims closer to real-world performance.
Implementation Security Consideration. Authors should consider their implemen-
tation in context of physical attacks, e.g. side-channel leakage and fault injection. Due
to the susceptibility of hardware to physical access and intrusion, these evaluations are
meaningful and relevant for cryptographic hardware. Such discussion additionally identifies
avenues for future hardware security research efforts.

6.2 For Reviewers

Identify Inappropriate Performance Evaluations. Determining whether the evalua-
tion undertaken by the authors was fair, reasonable and complete helps reviewers reason
whether claims of superiority are true or not.
Open-sourced Artefacts. Reviewers should consider whether the amount of provided
detail is enough to accurately replicate the research, and therefore encourage the eventual
availability of code artefacts alongside published works where possible. Combined with
recommendations for authors, the community stands to benefit from increased access to
cryptographic hardware and spur offshoot works.

7 Conclusion
Following NIST’s recent standardisation efforts for post-quantum algorithms, we survey 50
PQC accelerator publications to characterise how the community reports results, and how
fairer comparisons can be made between hardware designs. We identify an asymmetry
in reported accelerator evaluations, where key metrics are unevenly available across
works. This makes apples-to-apples comparisons difficult without introducing additional
assumptions. We find that most works compare designs in the hardware implementation
domain, while discussion of system integration, software footprint, and security remains
uncommon.

In response, we present a benchmarking framework for PQC accelerators that helps
address these gaps by demonstrating fair comparison and analysis of cryptographic hard-
ware. We replicate five recent accelerators to accurately highlight their design trade-offs
when integrated and evaluated within the scope of our chosen RISC-V-based SoC. Finally,
our observations inform several guidelines for both authors and reviewers to improve cryp-
tographic benchmarking comparability and reproducibility in future accelerator research.
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